Information Risk Manager: 

Position is for an Information Security IT Risk Analyst supporting Chase Auto Finance (CAF) and Chase Student Lending (CSL) businesses. Position requires a strong "hands-on" individual capable of performing with minimal supervision to provide risk consulting support as well as oversight for all technology control assessments within technology and the businesses. 

Responsibilities will include performing end-to-end application security reviews, providing guidance on projects supporting the operations of the business, completion of technology risk management activities associated with the Application Security Assessment program, Control Self Assessment programs, monitoring of open ITRM or IT audit issues through remediation, control identification, risk awareness training, and data analysis/issue trending. The position also requires specific efforts to comply with regulatory requirements including but not limited to Sarbanes Oxley (SOX) and Gramm-Leach Bliley Act (GLBA).

Strong analytical, interpretive and problem solving skills are required to evaluate the business impacts of a control issue. Candidate should be able to identify the controls (primary and secondary) within areas of expertise and apply that knowledge to assess other products, tools, and related technology areas with minimal supervision.

Key Responsibilities:

·  Provide IRM Project Support for the CAF/CSL businesses. Engage application development and project management areas to ensure risk management remains incorporated in those processes and activities, interfacing with other LOBs, GTI, RTS and OCIS. 

·  Coordinate and perform Application Reviews (Application Security Assessment) and Control Self Assessments (CSA) activities in coordination with Application Development Managers. 

·  Perform and assist in application risk activities including risk assessments, audit remediation and security testing. 

·  Perform Risk Assessment training as needed for business and Development teams.

·  Assist AD Managers with risk acceptance and risk exception processes (PIRA and PSES).

·  Provide guidance to LOB when engaging new vendors to ensure The Third Party Oversight team is engaged to perform site reviews. Provide guidance on scope requirements.

· Coordinate with audit and oversight organizations (e.g., Audit, external auditors, Corporate IT Risk, Corporate Privacy). Track remediation progress for issues discovered during audits and examinations. 

· Consolidate data for metrics and trending. Perform analytical assessment of data to reach tactical and systemic conclusions.

Preferred Skills: 

Candidates will have a minimum of five years of experience in Information Technology, preferably in Information Risk Management and/or internal/external audit. Knowledge of IT audit, secure application development, or related technology in financial services areas preferred. Other relevant experience and skills include:

·  Undergraduate degree in technology, business, accounting, or other relevant discipline.

·  Strong communication skills. Demonstrated ability to maintain effective client and peer relationship. 

·  Experience leading a team and managing staff. Experience influencing and driving change.

·  Planning, problem solving, and project management skills. Ability to rationalize and manage information and provide relevant metrics. Strong desktop tools skills, and familiarity with data mining tools. 

·  Information Risk Management experience. Internal audit, external audit, relevant consulting experience, or relevant technology management experience.

·  Security knowledge including familiarity with security products, i.e. Keon, ACF2, LDAP, etc.

·  Familiarity with Software development lifecycles, database technologies, and application architectures. 

·  Knowledge of applications supporting CAF/CSL or other Retail businesses preferred. 

·  Knowledge of CAF/CSL business preferred. 

·  Knowledge of risk assessment frameworks. Basic knowledge of IT process frameworks: CoBit, ISO, ITIL, etc. 

· Knowledge of regulatory impact and expectations including Sarbanes Oxley requirements. 

· Knowledge of JPMC ITRM Standards. 

· Risk or Security Certifications preferred (CISA, CISSP).

Other Key Skills:

·  Analytical, interpretive and problem solving skills. 

·  Self-motivated, decisive. 

·  Team-oriented

·  Committed to quality. 

·  Organizational skills, and ability to multi-task to meet deadlines

