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Overview EQ

- Where we’ve been?
- History of SAS 70 O
- Why Change? Q
- Times have changed K
- Where we’re going? @

- SSAE 16 .
- How do we get

- Practical t@




Agenda Q

« Overview of Service Organizations

« Overview of User Organizations O

« Background of SAS 70 and why need nge
« Similarities of SAS 70 and SSAE 16

« Key Differences SAS 70 and S

« Alternatives to SSAE 16 Section 101 Attest Engagements)
How to prepare for S AE 16 Audit

« Summary

« Questions Q




Service Organizations EQ

user’s (client’s) financial reporting

Such as:

- Payroll

“Service aud
descriptio

- data centers K

- transaction/claims pr centers ﬂ

- application service

S
- bank processing@ixs &

Service Organization - provider of servicij ay impact a

g

proce

@ues an opinion on a service organization's
n@ trols




User Organizations

« Users are clients or customers of the service
organization which have out seurced one or more
business process to the service organization

« “User Auditor” is auditing'the financial statements of
the company who has contracted with the service
organization

L‘ SCHNEIDER DOWNS




Where have we been ?

. Statement on Auditing Standards No. 70
(SAS 70) issued in the early 90s

- Purpose - Providesassurance to users
regarding Service Organization's controls
and to deter the repetitive audits that
service organizations had to endure
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Why change was needed

- Key Factors:
- Globalization Q 9
- Growth in Outsouru
- New Technolog

- Sarbanes- O)dﬁ t|on 404

%
Q "
S /
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- Effective for@ e auditor’s reports for
0

periods% n or after June 15, 2011
: lon is permitted.

Where are we going? EQ

- Replacement for SAS 70
- New Standards for Reportin ols at a

Service Organization Reporti
- Align with the Internatiwl andards on

Attestation Engage ISAE 3402)
- Statement on Sta for Attestation
Engagements ) or SOC 1
- Creation of two reports SOC 2 and SOC 3

AP

G




Similarities

SSAE 16 continues the focus on-thefollowing:

« Controls likely to be relevant to,their user entities’
internal control over financial reporting (ICFR)

« SSAE 16 will have Typeyl‘and Type 2 reports similar
in scope to the current SAS 70 reports

« Type 1 - Design effectiveness
« Type 2 - Design effectiveness and operating
effectiveness

"+ Format'of reports will NOT be significantly different
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Similarities

« Narrative will still contain a description of controls
* Basis for new narrative will needto
include a description of the “system”

« Subservice organizations
* Included (inclusive.method)
« Excluded (carve—out method)

« Restricted use <Intended users of the report

« Servicelorgahization’s management

« Users
« UYServauditors

L‘ SCHNEIDER DOWN'S
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Similarities Q
. Auditor to Auditor Com@tion

/
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Key Differences: SAS 70 vs. SSAE 16

Attest standard, not an audit standard

Consistency with international standards and
existing attestation standards

Only focuses on service orgamizations with
services relevant to a user grganizations internal
control over financial reporting (ICFR)

Services organizations.whose services do not
Impact ICFR are’goyverned by AT101 Attest
Engagements-for.service organizations without
ICFR relevance. AICPA has introduced two new
reports to.address those particular situations
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Key Differences: Management Assertigh

A Management Assertion is required in all ofithe SOC
reports

« Assertion will state the system is:
- Fairly represented

— Suitably designed and implemented

- The related controls were suitably designed to
achieve the stated control objective

— That the controlsioperated effectively throughout
the period covered by the report

« Ifinclusive' method is used, management of the
Subservige'organization must provide a similar assertion

k‘ SCHNEIDER DOWNS
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Key Differences: Management Asser/an

The management assertion will also reference that management is
responsible for:

 Preparing the system description
 Providing the stated services

« Specifying the control objectives
* |dentifying the risks

« Selecting and stating the criteria for the assertion (e.g. monitoring
activities)

 Designing, implementing and documenting controls that are suitably
designed and operating effectively

Representations are similar to management rep
letter issured to auditor
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Key Differences: System Descripiten

« Currently the narrative is a description-of controls

« Management must prepare asWritten description of
the system versus a description of controls

« More inclusive than it hasbeen for many
organizations and many:CPA firms

« For inclusive subsenviee ‘organizations, include

v' Related controlhobjectives
v Related centrols activities

L‘ SCHNEIDER DOWNS

15



Key Differences: System Descriplio

e (Components common to existing Descriptif ontrols

Services covered
Period covered

Control objectives elated controls

User control co% tions

/
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Key Differences: System Descriafi

Criteria ——Description of the system
- Types of services and classes of trans tioe
- Procedures (automated and manu
- Related accounting records

- Significant events and conditio

- Specified control objectives andicontrols activities implemented to
achieve those objectives

- Other relevant COSO c @S
- control envirenm
- risk assessmen\n

- informatio munication,
- contro i and monitoring
- Changes to tth organization system during the period (in the case
of Type t

- Manag ’s description does not omit or distort information while
meeti@\ on needs of a broad range of users
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Key Differences: Risks Q

Management should include in system description:§

« ldentify the risks that threaten the achie e stated services

« ldentify the risks that threaten the achie A nt of the stated control
objectives

« Evaluate whether the identified c & sufficiently address the risks to
achieving the control objectives @

\ 4
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Other Key Differences
. Service auditor must disc &Ilance
on internal audit Q
- Service auditor opm ill change to
conform with the® guidance

b

v
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New Standards & Options

SSAE 16 - Service
auditor guidance

Restricted Use
Report
(Type | or Il report)

Purpose: Repaorts
on cantrols
for F/S audits

"

AT 101 AT 101
Generally a General Use
Restricted Use Report
Report (with a public seal)
(Type | or |l report)
Purpose: Reports Purpose: Reports
on controls related on controls related
to compliance to compliance

operations * operations * /
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AICPA Service Organization Control (SO
(formerly known as SAS 70 rep

to User Entities’ Internal Control over Financi @ yorting

AICPA SOC 1 Report on Controls at a Service ation Relevant

AICPA SOC 2 Report on Controls at a Organization that
focuses on one or more of the following st Service principles:
Security, Availability, Processing In&ity, Confidentiality and/or

Privacy. Restricted use repgort.

Rej

AICPA SOC 3 Trust Serviges\R
a description of the auditors tests and

website as a seaQ

ort similar in scope to the SOC2, but

the report does not ¢
results. General use t and can freely distributed or posted on a
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SSAE 16(SOC 1) Focused on Financial |ng

SSAE 16 (like SAS 70) is focused on contr ly to be
relevant to user entities’ internal co fmanual
reporting

- Intended for limited specific users
- User auditors
- User entities

— - Limited purpose =
= . User entity financial a =
— - Examinations of |R roI over financial reporting of user =
— entities mtegrat inancial audit =
— - User entity evaI (0] of internal control over financial reporting —
(e.g., Sarba Act compliance)

Use beyond intehded purpose is likely to create

misunderstan

Not intefide be a marketing document
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Differences of SOC 2 & 3 with S ’@\

L SCHNEIDER DOW

Subject matter other than ICFR
- Trust Services Principles (Security, availabilit ,sing integrity,
confidentiality, privacy)
- Boundary of the system

- Driven by service provided
- Broader than SSAE 16 (e.qg., priacy—includes information life cycle,

processing integrity—inclu heéypurpose of the service other than
financial transaction pfece g
- May relate to operatio ated to goods

Control objectives prescrib

- Reasonable in the cj ces
- Provides comparabi n though subject matter is highly flexible

Not intended to provi ssurance on controls as they relate to user entity

™
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SOC Reports in context with sele
COSO Objectives and Compon

COSO Framework

N

SSAE 16

AN

“Privacy

N

AN

Environment
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Who Might use SOC 2 or SOC 3 r.

Cloud Computing / SaaS becoming very

Onts?

Service Organizations need assurangesg orting

approach that represents effective

meaningful reporting to

users and

User Entities (and prospective uSers) need transparency

of system providing service
inherent risks are effective

No one-sized fits—-all*a

assurance reporting

surance that relevant
itigated.

v
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How Clients Should Prepare For SAQ
70/SSAE 16 Audit (Recurrin

3. Discuss reporting guidance with auditor an¢

2. Communicate with your users and re-evalyate
auditor needs *
n
report as necessary (SOC 1, SOC 2, SO& 3)
4. Review scope and impact subservice anizations will have on report and

6. Create project plan and @ssit

L SCHNEIDER DOW

Determine effective date and report period fory anization
h needs and the user

e nature and content of

new guidance (carve out or inclu @
5. Review any new customer conthactualéggreements and impact on report

@ ponsibilities

7. Review System descripti ervices, scope, third parties, risks, control

objectives, control ac sting strategy)

8. Update narrative ' o include system of controls including COSO
type framework control environment, risk assessment, etc.
€

9. Educate

At on the additional disclosure responsibilities related to
managementassentions

10.Proactive co nication with process owners, auditors, users,

26




How Clients Should Prepare For SAS
16 Audit (First Year Impleme

1. Determine who the user organizations are Q

2. Determine what controls are relevant to ox . user organizations

3. ldentify risks (What could go wrong?) 6

4. Establish testing locations and parameters

5. ldentify internal control objectives andiactivities
— 6. Determine the proper lengthef ti g period (match with user auditor =
— needs - nonprofits 6/30, vs 12 vear ends) =
% 7. Ensure there is proper evide @ upport that controls to be tested should %

be retained \
8. Sometimes, system ¢ retain evidence will affect the performance
of your system.

9. Control environmént Should be assessed for sustainability

10.Changes i , systems and the control environment must be
considered and ingorporated into the description of controls.

O
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How Clients Should Prepare For SAS
SSAE 16 Audit (First Year)(con

Additionaltprocedures that service organizations shou
preparing for a SAS 70 audit include:

- Conducting a self assessment or % s assessment to
determine whether controls are in placegfand properly designed.
Readiness assessments can hmen y opportunities for

control optimization and for improvement opportunities to
processes and controls, T Iso facilitate evaluation of
documentation maintaing pport operation of controls.

« Appointing one or tfwo @ operational and one IT) service
organization person as’project managers to facilitate
coordination of t O audit procedures and documentation
requests

Conductin

infhg of service or%anization employees to

e importance of the SAS 70 audit, to set

r the audit, to build awareness of the SAS 70
ements, and to support a control-minded culture
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Common Mistakes/Best Pracs@

« During the walk-through or process identification stage,
process owners interviewed are not accu @ escribing the
process.
- Inaccurate narratives
- Inaccurate testing plan
- Results in duplication of effort as pr is re-defined
« No accountability at the servi rganization to manage the
rocess
« |Inefficient process forqma ent and auditor
* Need a proactive revi tive and tests of controls each year
to incorporate chang sh look

e |Insufficient docu N to evidence the control exists or can
be tested @

 |nconclusive.te
« Removal
the contr

rom report, which could affect achievement of

C
bjeetive

Have contro capture data for entire period to ensure

@ ss of the populations used for testing
i

o conclude on the full size of the population

L SCHNEIDER DOW
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Common Mistakes/Best Practiceg@nt.)

« Lack of ownership as tow

prepare Section Il of the
 Report delays/missed deadlit

* Poorly written narratives ot aligned with control
ob ectives (and syste cription as required by SSAE

= . Re ort flow ofe Il narrative is not =
= esive or n ed with Section Il —
= . Controls de in narrative not included or tested =

in Sectio
o Control and tested within Section lll not
narrative

heIp to rectify this potential mistake /
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Summary Conclusion EQ

- SOC 2 -
- SOC ICFR

- SSAE 16 (SOC 1 Report) repla AS 70 (June 2011)

- reports impacting User ICFI
- Requires Management sentation in Report

- Narratives beefed up

. Audit opinion cove iod - not an “as of” date
- Alternative Rep@!testation Engagements

cribe system (COSO)

- restricted use

- general use /
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Questions - Contact inform Q

- Questions / comm@

= For more information on\Re on Service Organizations =
= visit www.schneiderd‘ow or contact the following: =
% - Steven D. Thompso nce and Advisory Shareholder %

Sthompson@schnei ns.com
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